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More Than $760M Stolen
in Exploits During
‘Hacktober’

Bad Month for DeFi Security Highlights Pitfalls
of Freewheeling Practices

By: Owen Fernau 2 hours ago

Call it Hacktober.The crypto market suffered a record $760M in
exploits in October, according to PeckShield, a blockchain

security company which lists MakerDAO, DeFi's largest protocol,




DeFi |

The World Ahead | The World Ahead 2022

IV Decentralised finance is booming, but
MV GIEIE 5 1) 3 vet to find its purpose
Nov 8th 2021 DeFi is now the arena where the most exciting innovation is occurring

The problem is that all this fancy financial engineering has, as yet,
no “real” economy to service. Instead it underpins an incorporeal
casino: most of those using DeFi do so to facilitate or leverage their
bets on one of many speculative tokens. That might change in 2022.



“Crypto / DeFi today is on a path
that looks similar to CDS
in the early 2000’s”

Michal Hsu
Acting Comptroller of the Currency



“DeFi is the most dangerous part
of the crypto world”

Elizabeth Warren
United States Senator

Source: https://cointelegraph.com/news/defi-is-the-most-dangerous-part-of-the-crypto-world-says-senator-elizabeth-warren
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Name Total Locked Value Venture Capitalist
Andreesen Horowitz, Dragonfly Capital, Paradigm,
Placeholder, ParaFi Capital, AU21 Capital, Morningstar
Ventures, LD Capital, Moonrock Capital, Digital Finance
Maker $17.2B Group, Double Peak, JRR Capital, Asymmetries Technologies
Curve $16.78B Codex Venture Partners, TrueWay Capital
PancakeSwap $13.0B Binance Accelerator Fund
Coinbase Ventures, Dragonfly Capital, Paradigm, Polychain
Capital, Andreesen Horowitz
Compound $12.6B
Paradigm, ParaFi Capital, Andreesen Horowitz, Union Square
Uniswap V2 $12.4B Ventures
ParaFi Capital, Blockchain Capital, Standard Crypto,
Blockchain.com Ventures, Three Arrows Capital,
Aave V2 $11.1B Framework Ventures, DTC Capital
SushiSwap $6.7B Future Fund
Mark Cuban, High Naut Capital, MiH Ventures, ZBS Capital,
Polygon Staking $3.98 Coinbase Ventures, Polygon Fund/AU21
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e Asset Tokenization is an essential feature in DeFi

* Tokens
— can represent any on- or off-chain asset
— are managed by specific smart contracts (token contract)

* Implementing a token contract is easy
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DeFi Protocol |

A DeFi protocol provides one or more financial
services to economic agents, and financial

services are implemented as program functions
by one or more smart contracts.




DeFi Protocol | Complexity
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DeFi Composition |

A DeFi composition is a combination of smart

contract functionalities that involves multiple
DeFi protocol-specific smart contracts.




DeFi Composition | Financial Lego
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DeFi | Technical Risks
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DeFi | Socio-Economic Risks
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/\/ Remarks of CFTC Commissioner Christy Goldsmith Romero
I I I I before the International Swaps and Derivatives Association’s
Iy Crypto Forum 2022, New York

COMMODITY FUTURES TRADING COMMISSION

Financial Stability Risks of Crypto Assets

October 26, 2022

Today, | will talk first about how crypto presents many similar financial stability
risks as the traditional financial system, with parallel themes to 2008, and the
potential for that risk to become systemic.

Second, novel risks can apply to these novel assets, increasing financial
stability risks.



Concluding Remarks

1. Itisstill unclear if and to what extent DeFi will
proliferate in the future

2. We consider DeFi to be a novel form of software-driven
financial engineering

3. A profound understanding of DeFi protocols and
associated risks is still missing

4. The scientific method embedded in a multi-disciplinary
setting offers the most promising answers.



